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Technology (ICT) Policy

Information & Communication Technology (ICT)

Information and Communication Technology (ICT) includes any electronic device or application used
to communicate, create, disseminate, store or manage information such as text, images, audio or
video. Examples include:

. Personal computers and laptops;

. Mobile devices such as mobile phones and tablets;

*  Applications such as email and the internet;

. Web-based tools such as social networking sites, chat rooms, blogs, podcasts and instant
messaging systems;

*  Imaging tools such as video, still or web cameras and related software;

. Audio tools such as audio recording devices, iPods, mp3 players and related software; and

Fax, scanning and copying machines.

ICTs can create potentially hazardous situations in the event they are used inappropriately and/or
illegally.

Sidrah Gardens School's Policy

Students have the right to learn in a safe environment, including when they have access to ICTs to
enhance their learning. Sidrah Gardens School is committed to the responsible and educational use of
ICTs and to the protection of students by providing secure access to these services as part of their
learning experience.

It is our policy that:

The use of ICTs be managed through a ‘whole of school community’ approach involving students, staff
and parents/guardians;

. ICT education strategies be implemented within the school on a continuous basis with a
focus on teaching age appropriate skills and strategies to empower staff, students and
parents/guardians to ensure appropriate use;

. Staff establish positive role models in use of ICTs;

. Appropriate use of ICTs; and

*  Our ICT policy is reviewed on an annual basis against best practice.

ICT Misuse Prevention Strategies

Sidrah Gardens School recognises that the implementation of whole of school prevention strategies is
the most effective way of eliminating, or at least minimising incidents of misuse of ICTs within our
community.

The following initiatives form part of our overall ICT strategy:
* A structured curriculum and peer group support system, that provides age appropriate
information and skills relating to ICT use to students over the course of the academic year;
. Education, training and professional development of staff in appropriate ICT use;
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The regular provision of information to parents/guardians to raise awareness of
inappropriate use of ICTs as a school community issue;
The promotion of a supportive environment that encourages the development of positive
relationships and communication between staff, students and parents/guardians;
All student login details and passwords are to be kept confidential to prevent others
accessing their accounts;
Access to school networks is provided through a filtered service. The filter is designed to
restrict access of inappropriate material as well as providing spam and virus protection;
Approval must be sought before connecting privately owned ICT equipment and devices to
school networks to avoid the risk of malware;
Students are required to sign and abide by Sidrah Gardens School's Information and
Communication Technology Use Agreements which specify details of inappropriate usage in
age appropriate language. No student may use school owned ICT equipment and devices
unless the agreement has been signed and returned to the school. All signed agreements
will be kept on file at the school;
Inappropriate usage by students includes:
Participation in non-educational activities such as the purchase and/or sale of products or
services;
lllegal activities such as threatening the safety of others or engaging in criminal activity;
Tampering with or damaging computer hardware or software; and
Making, installing or downloading copies of software that is not licensed by the school.
Any inappropriate internet sites accidentally accessed, incidents where students are
offended by another person’s use of ICTs and suspected technical security breaches must
be immediately reported for investigation;
Appropriate copyright clearance is sought and the source of any information used or
published is acknowledged, to avoid plagiarism;
The school reserves the right to monitor, traffic and review all content sent and received on
the school systems;
Breaches of acceptable usage of ICTs will result in disciplinary action;
Regular risk assessments of inappropriate ICT use within the school;
Records of reported incidents of ICT misuse are maintained and analysed in order to identify
persistent offenders and to implement targeted prevention strategies where appropriate;
Statements supporting appropriate ICT use are included in students’ school diaries; and
Posters promoting appropriate ICT use are displayed strategically within the school.
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Staff Responsibility

All teachers and staff are responsible to:

Model appropriate behaviour at all times;

Ensure all students are provided with ICT Agreements in age appropriate language, that
students understand them, and that there will be consequences in the event of the misuse of
ICT equipment and devices;

Monitor students who have not returned their ICT Agreements and determine if the use of ICT
equipment and devices should be restricted,;

Be vigilant in monitoring students when using ICT equipment and devices;

Reinforce to students the importance of privacy and safeguarding their login details, personal
information and the personal information of others;

Assist students in the event that they have inadvertently accessed inappropriate material,
received inappropriate messages or if they have been offended by another person’s use of ICTs;
Deal with all reported and observed incidents of inappropriate ICT use in accordance with this
policy; and

Ensure that any incident of inappropriate ICT use that they observe or is reported to them, is
recorded appropriately.




Communication Technology Use Agreement (Year 3,4,5 & 6)
Keep this page at home

Purpose:

Guidelines:

i

f

To provide students with opportunities to obtain information, engage in discussion and liaise
with individuals, organisation and groups world-wide so as to increase skills, knowledge and
abilities.

To improve student learning outcomes by increasing access to world-wide information.

To develop skills in discriminate and appropriate internet usage.

Our school will actively support access by students to the widest variety of information
resources available, accompanied by the development of the skills necessary to filter, analyse,
interpret and evaluate information encountered.

All students and staff will have internet and email access

The teacher will ensure that internet usage is closely monitored.

The school will ensure that information published on the Internet by students or the school is of
a high standard and meets legal requirements and standards of general practice within the
community in relation to copyright, safety and decency.

Privacy of students, parents, staff and other users must be recognised and respected at all
times.
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lementation:

Our school will actively support access by students to the widest variety of information
resources.

All students from Years 3-6 and staff will have their own password protected internet account
and log on. Such access is a privilege that infers responsibility and not simply a right to be
expected.

The teacher will liaise with the technical support technician to manage all email access,
maintenance of the school’s web site, web filters and all other issue related to internet access
by students.

Students will complete a user access agreement before use of the computer/ipad is permitted.
Students email access will be through a class mailbox under teacher supervision.

Email accounts will be password protected and users will be responsible for clearing mailboxes
regularly.

Guidelines on access rights will be defined for different user levels. Restricted access shall be
available to guest users for specific purpose only.

All students shall be responsible for notifying their teacher of any inappropriate material so that
access can be blocked.

All staff shall be responsible for notifying the coordinator of any inappropriate materials so that
access can be blocked.

Consequence of publishing, accessing or failing to notify the coordinator of inappropriate
material shall include the removal of access rights.

Signed parents and student consent (see below) is required to be completed in order to gain
access to the internet, or to publish work, photos or videos on the internet or use of the

ipad/Laptop/Computers

When identifying students, only the student’s last name and first initial of first name.

If an ipad/laptop/computer is misused the teacher will remove the device and will contact
parents.

The ipad/laptop/computer is to only be used as an educational tool with use of school content
within school hours.

Students are not to use the video or voice recording or camera functions unless authorised by
teacher for school purposes.

Students are not allowed to use Social networks eg. Facebook, X, Instagram etc during school
hours.

Students should not have music, personal videos or photos stored on the ipad/Tablet
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. COMMUNICATION TECHNOLOGY USE AGREEMENT
Keep this page at home

Student Agreement

| agree to use the internet and email at our school in a responsible manner for purposes stated
by my teacher.

If I find myself in unsuitable locations | will immediately click on the home or back button and
inform my teacher.

When working on the internet | will:

*  Only work on the web for purposes specified by my teacher

* Not give out information such as my surname, address, telephone number, or parents’ work
address/telephone number.

* Never send a person my picture without first checking with my teacher.

*  Always have my teacher’s permission before sending e-mail.

*  Compose e-mail messages using only English language that is acceptable in my school.

*  Not respond to any messages that are unpleasant or that make me feel uncomfortable in any
way. It is not my fault if | get a message like that.

* | will not use material from other websites unless | have permission for the person who
created the material. If | am unsure, | will check with my teacher.

* Not use the internet to frighten or annoy other people if | do, | understand | may lose my
rights.

*  Follow school guidelines and procedures when preparing materials for publication on the web.

* | will not use any Social networks during school hours.

* | will not use my ipad/Tablet/Computer for inappropriate material, before school, recess, lunch,
home time and will use them when specified by my teacher.

* | will not play any games on the Ipad/Laptop/computer.

| understand that breaches of the rules will see me lose my Internet/email/ ipad/
Tablet/Computer usage rights for a period of time determined by my teacher.

| understand that if | misuse my ipad/laptop/Computer then appropriate action will be taken.

Student Name

Student Signature

Date
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*  Parent/Guardian Agreement:

* | understand the school will provide adequate supervision and that steps have been taken to
minimise risk of exposure to unsuitable material.

* | consent to my child using the Internet at school for educational purposes in accordance with
the Student Agreement above.

* | consent to my child having their first name (last initial) published on the school'’s Internet site.

* | consent to my child having their picture published on the school’s Internet site.

* | consent to my child corresponding with their teacher and peers using email.

| have received and read the iPad/laptop/Computer program parent information sheet.

O Please tick.

Parent/Guardian Name:

Parent/Guardian Signature:

Date:
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Acceptable Technology Usage Agreement Foundation, 1 & 2

Keep this page at home

A: Safe and responsible behaviour

When | use digital technologies, | protect personal information.
This means [:

Don't share my password

Don't use other student’s passwords

Log out or turn off the device when finished

When | use the laptops/ipads/ computers | look after myself and
others This means | :

* Tell a teacher if something worries me

* Use applications or websites my teacher has shown me

* Don't search for websites which are rude or violent

*  Only take photos or videos of things my teacher gave me permission for.

When use laptops, iPad and computers | care for the school equipment
This means | :

*  Am careful with the equipment | use

*  Only walk with the equipment with two hands close to my chest

*  Don't touch the screens

* Have washed my hands before | use the laptops or the iPads.

*  Never have food or drink near the equipment

* Don't change the backgrounds

*  Don't deliberately move or delete apps

* Don't download anything unless requested by the teacher

* Don't print unless told by the teacher

*  Will tell an adult if | notice others not using the laptops and iPads safely and responsibly
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B: Student Activity

Safe and responsible behaviour

In class, your child’s teacher has condensed this agreements into 4 areas.
1. Protect our Passwords

2. Care
3. Act Responsibly
4. Listen

On the next page, please have your child illustrate and /or write a sentence for each area to
demonstrate his/her understanding of this agreement.

Keep this page at home

PROTECT OUR PASSWORDS ACT RESPONSIBLY

CARE LISTEN

Return this page to school
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C: Student Licence

Student Licence
Sidrah Gardens School
Foundation, Year 1, Year 2

Awards this certificate to
For being a polite, safe and responsible user of digital technologies.

| know that | am still learning to use digital technologies safely and responsibly. | will as a trusted adult
for help whenever | am unsure or feel unsafe.

Signed (Student): Date
Signed (Parent): Date
Signed (Teacher): Date

Implementation

This policy is implemented through a combination of:
»  Staff training;
*  Student and parent/carer education and information;
*  Student ICT Agreements;
* Signage promoting appropriate ICT usage;
*  Effective student supervision;
»  Effective supervision and monitoring of school networks;
* Regular inspection of ICT equipment;
»  Effective incident reporting procedures;
»  Effective management of incidents of inappropriate ICT usage when reported and/or
observed;
* Regular risk assessments with respect to inappropriate ICT usage;
»  Effective record keeping procedures; and
* Initiation of corrective actions where necessary.

Discipline for Breach of Policy
Where a staff member breaches this policy Sidrah Gardens School may take disciplinary
action.




